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Abstract 

 

The purpose of this paper is to review an article titled “National Cybersecurity Policy & 

Implementation for Government of Indonesia.” by Hammam Riza (BPPT) and 

Moedjiono (DepKominfo) in 2006. The article was published in 2006 and was part of 

Country Paper in Cyber Security Initiative. 

 

 

Article Summary 

 

Indonesia has low teledensity but wide telephone coverage, with 220,000 wartels or 

telephone kiosks available even in the remotest areas. Telecommunication in Indonesia is 

dominated by mobile, having surpassed the fixed line market in 2002 and continuing to 

increase. Private involvement and investment in the mobile sector has meant that it is 

more competitive and dynamic than its fixed-line competitor. There is also rapidly 

growing PC penetration, supported by availability of hardware from local manufacturing 

and cheap products imported from China. 

 

The article proposes several initiatives for each of the components of overall national 

strategy for cybersecurity. Four of the identified components are: 

 

1) National Cyberspace Security Response System 

2) Threat and Vulnerability Reduction Programme 

3) Awareness and Training Programme 

4) National Security for Securing Government’s Cyberspace 

 

Many of the initiatives involve participation from public and private entities by supplying 

detailed reporting and becoming recipients of information. The article also suggest for the 

government of Indonesia to direct all government and local organizations to take active 

roles in building nationwide cybersecurity framework. The article recommended that 

“National security policy for cyberspace of Indonesia should be written and enacted into 

cybersecurity laws and enforced through the application of government regulations in 

protecting the information assets.” 

 

Fiber optic and wireless connection are the technological solutions recommended for 

Government Secured Intra-Network and Government Internet Exchange. Wireless data 

solution is mainly aimed to provide connectivity between government buildings in 

Jakarta. 
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Discussion 

 

There is a lot of consideration that must be taken into account when enacting laws and 

enforcing regulation to get all organizations to participate in national cybersecurity 

framework. Strict regulatory regime may be prohibitive to businesses as the owners are 

more occupied with compliance rather than making profit.  

 

For example, during the introduction of Sarbanes-Oxley Act (SOX) in the USA, 

congressman Ron Paul contend that SOX was an unnecessary and costly government 

intrusion into corporate management that places U.S. corporations at a competitive 

disadvantage with foreign firms, driving businesses out of the United States.
1
 SOX  is a 

United States federal law which requires information security to be employed to ensure 

effectiveness of internal controls over financial reporting. While SOX was enacted 

specifically to combat financial fraud, strong opposition to its enforcement was 

testimonial that there is worry that strong regulation will affect businesses negatively. 

 

For successful enactment and enforcement of new cyber-related laws, technology and 

solution must be readily available at affordable price. This can be achieved through 

subsidy by the government to ease compliance and meeting security objectives quickly. 

 

Careful risk assessment and treatment must also be conducted before implementing 

metropolitan-wide wireless network between government buildings, especially in a 

crowded and highly developed area such as Jakarta. The air spectrum could have already 

been congested with other wireless services such GSM, Satellite TV, Digital Multimedia 

Services, radio amateur and radar application. Congestion will lead to deteriority in 

service quality due to interference. 

 

High-rise building may also prove obstructive to wireless paths, making it necessary to 

adopt more complicated solution such as smart antenna technology. There are also a lot 

of security issues related to wireless services, as communication can be intercepted very 

easily. To use wireless metropolitan area network to interconnect government buildings, 

hence transferring and exchanging sensitive national data is a doubtful proposal, unless 

backed up with proper studies and control processes which the article lacks. 

 

 

Conclusion 

 

This article focuses too much on general policy and building infrastructure, but too little 

attention is paid on processes and methodology. Many of the initiatives revolve around 

“assisting”, “participating”, “helping” and “assuring” without definite steps to be taken. 

A more detailed vision and plan is definitely desirable when drafting a proposal for 

nationwide cybersecurity framework. 
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