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Abstract 

 

This paper reviews a paper titled “Managing Security Threats and Vulnerabilities for 

Small to Medium Enterprises” by C. Onwubiko and A.P. Lenaghan. The paper was 

published in IEEE International Conference on Intelligence and Security Informatics 

2007. 

 

Article Summary 

 

The objective of the paper is to assist small to medium enterprises (SME) to prevent and 

effectively mitigate threats and vulnerabilities in assets. The paper attempts to reach this 

objective by investigating an approach to efficient security management through a 

conceptual framework that assists organizations in the two following processes: 

  

1. Assets classification 

2. Identification and mitigation of threats and vulnerabilities. 

 

The investigated framework is adapted from ISO/IEC 15408 [13] and is based on logical 

definition of seven security concepts and their relationships. These concepts are Owners, 

Vulnerabilities, Threat Agents, Threats, Risks, Countermeasures and Assets. The 

relationships between them are illustrated in the diagram below. 

 

 
 

Figure 1.0: Security Conceptual Framework 
( Source:  IEEE International Conference on Intelligence and Security Informatics 2007 ) 

 

Basic asset classification proposed is 3-tier, with classes being Minor, Major and Critical. 

This model is extensible to higher tier model by introducing other classes such as 

Insignificant. The model applies to organization assets such as information, program, data 
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and infrastructure. The paper decided to propose simple, flexible, adaptive and robust 

classification model as part of the framework as opposed to classifications which require 

rigorous implementation time and numerous interpretations. 

 

Following assessment and identification of vulnerabilities, examination of how they can 

be exploited by threat begins. The paper argues that existing defense models are 

incapable of defeating all known and potential threats, partly due to lack of detailed 

representation of the dynamics of threat propagations in the networks. The paper suggests 

that to provide efficient and timely countermeasures, a classification of threats based on 

attack timeline is needed. The purpose is to examine when in a threat propagation will it 

cause most significant harm or damage to assets. The basic attack timeline starts with 

Probing Stage, then Penetration Stage and lastly Perpetuation Stage. 

 

At different stage of the attack timeline, different countermeasure is needed. For 

example, Intrusion Detection and Prevention Systems (IDPS) are required in the Probing 

stage to detect port scan. Effective access control mechanism must be deployed in 

Penetration stage, together with Denial of Service (DoS) mitigation tools. For the 

Perpetuation stage, forensic tools and network monitoring systems are necessary. 

 

Discussion 

 

Associating countermeasures with attack timeline may result in a more efficient use of 

resources although more complex process control may be necessary. As a basic example, 

a forensic team may only need to be formed temporarily during the Perpetuation Stage 

and disbanded afterwards. This will incur less cost than maintaining a forensic team as a 

business unit throughout, with no regard to attack timeline. This is a viable solution for 

SME which needs to minimize spending on IT and channel more resources to other 

business lines. 

 

However, for SME to capitalize on this threat mitigation model, a more detailed business 

process is necessary. SME must be able to respond to threats within acceptable time 

constraints and provide effective countermeasures and damage controls. For simplicity, 

certain IT functions can be delegated to third parties by having Service Level Agreement.  

This however could be undesirable as there is high exposure to the risk having data 

confidentiality being compromised and leak to external entities. 

 

Conclusion 

 

The framework proposed by the reviewed paper to implement threats and vulnerabilities 

management can be readily adopted by small to medium enterprises. This is supported by 

the framework simplicity, clarity and robustness and is based on well known model. 

While the introduction of attack timeline consideration in threat management was aimed 

at building a stronger defense, it could also help in minimizing waste of resources. 

However, a detailed action plan is necessary for SME to benefit from the presented 

security framework. 


