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Abstract 

 

This paper reviews an article titled “Certifying Information Security Management 

System”, written by Fiona Pattinson (CISSP, CSDP) in 2007. 

 

The article recognizes the uniqueness of each organization. Organizations each have 

different disciplines depending on the values and cultures. Areas of focus may also be 

different, ranging from enterprise management, environment, health, safety, quality, web 

content, personnel, risk and many other topics with different emphasis on security factors 

such as confidentiality, integrity, availability, privacy or product assurance. 

 

Despite such differences, many organizations have several common elements based 

around an improvement cycle, such as Plan Do Check Act (PDCA). 

 

Article Summary 

 

ISMS as a means of protecting valuable information is not exclusive to information 

residing in electronic format on computer or network, but also include paper based 

information and intellectual property. It involves technical and non-technical measures 

and action plan to effectively meet the organization security objectives. 

 

Several challenges are identified when developing an ISMS: 

 

1) evolving information security and privacy legislation 

2) published guidelines 

3) natural threats 

4) human introduced threats 

 

The article emphasizes on the importance of getting senior management commitment to 

implementing ISMS. This is crucial in ensuring effective ISMS management, in aspect of 

being provided with appropriate resources to support the processes that the organization 

needs to achieve appropriate information security. 

 

Benefit of ISMS are structured management, framework based on others experience, tried 

and tested method to help management. In many countries, ISMS is also needed to meet 

regulatory requirement. Being part of ISO family, ISMS also easily integrates with other 

ISO standards such as Quality Management System, Environmental Management System 

and Occupational, Safety and Health Management System. These standards are 

internationally recognized and applicable to both large and small organizations. 

 

There are several benefits of implementing ISMS and getting certified. Firstly, senior 

management gets an independent review and report of the strength and weakness of the 

organization’s ISMS. Secondly, people have the tendency to follow rules and regulation 
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if they believed they could be audited. Moreover in some cases, certification is a 

contractual requirement between organization and its customers. 

 

There are also identified external benefits such as protecting company from security 

incidents hence leading to good reputation, differential factor against competitors and 

offering defense if subject to litigation. 

 

Discussion 

 

Developing and implementing ISMS only is not enough to guarantee the adoption of best 

security practices in an organization. Getting certified by qualified external auditor is the 

necessary next step to ensure that the ISMS being operated follows the standard 

ISO/IEC27001. 

 

Committing to ISMS however requires significant amount of resources being allocated in 

terms of finance and human power. Hence, getting the senior management approval is 

certainly crucial as strongly advised in the article. For this purpose, senior management 

must be made aware of the necessity of ISMS along with the benefits that it brings. 

 

To provide a contrasting view on the subject, organizations might decide against ISMS 

and certification. This is justified by the factors drawn below. 

 

Following inspection of the standard structure and control areas as outlined in the article, 

it can be seen that adopting ISMS and getting certified is unsuitable for several types of 

organization and businesses. For simple business operations, adopting ISMS may 

introduce unintended complexities and incurs high-cost to the organization. Where 

adequate security procedures and framework are already in place, shifting to ISMS could 

cause burden in retraining staff and rewriting documentations and policies.  

 

While ISMS is designed to be general for universal adoption, organizations may prefer 

other security framework that is specifically tailored to suit their business model. This has 

the benefit of a straightforward solution that can be readily adopted with less hassle. 

 

Conclusion 

 

While there are various benefits to ISMS and getting certified by qualified bodies, that 

may not be the best approach to security framework as discussed above. However, for 

any implementation of security framework, it is necessary to get the senior management 

commitment to ensure availability of adequate resources in carrying out the initiatives. 

For this purpose, senior management must be made aware of the importance of ISO-

based ISMS or alternative solutions to protect organization assets. Where possible, senior 

management should also be made aware of their legal obligation or liability, which can 

be the main driver in getting their involvement in implementing ISMS. 


