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Abstract 

This paper is an article review of a study paper titled “IT Security in the USA, Japan and 

China : A Study on Initiatives and Trends within Policy, R&D, Industry and 

Technology“. The study paper was published by Swedish Institute for Growth Policy 

Studies in 2005 with objective to provide input to Vinnova regarding different trends of 

importance for the funding of IT security R&D, Swedish formulation of IT and 

innovation policy. The gem of this paper is the insight into the initiatives and concerns of 

the three leading world powers: USA, Japan and China and how they strategize to 

improve IT security. 

Article Summary 

United States of America (USA) 

In the USA, IT security is not given high priority in comparison to other Homeland 

Security issues. This is reflected by the annual federal budget in which cyber security 

research and development (R&D) is allocated only USD 200 million when the total 

budget for Homeland Security was 10 billion USD. This is probably because IT incidents 

very rarely involve casualties.  

Increased cyber security could be managed by industrial initiatives or by increased 

government regulation. To IT industry, regulation could be a threat to the development, 

and general market-based approaches are more preferable. This leads to resistance in the 

US by several large companies within IT industry to any kind of major government cyber 

security initiatives which have an impact on policy formulation. Strict regulatory 

requirements may also hamper businesses, who naturally are more concerned with profit-

making rather than worrying about compliance. 

Japan 

In contrast to USA, Japan gives high priority to IT security. This can be seen from their 

commitment to local development and partnership in international arena. For example, on 

September 9, 2003 Japan made an agreement with USA that the two countries should 

embrace their roles as global leaders to create a “culture of security”. Japan also had an 

agreement with European Union since 2004 which includes initiatives to make the 

internet more secure by sharing perspectives, policy thinking and spam fighting. 

Collaborations with neighbouring China and Korea were also established for 

standardization of high-speed network and joint experimental trials. 

The strong commitment of Japan government to promotion of IT can be reflected in their 

initiative to introduce IT Strategic Headquarter in the cabinet office led by Prime 

Minister Jonichiro Koizumi himself, with participation of all ministers and eight 
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additional non-government experts. The headquarter has the task to promote and 

advanced Japanese information and telecommunication network society. 

China 

IT security policy in China was born much later than USA or Japan, but has 

been receiving attention from the Chinese government since the publish of Preliminary 

Suggestions on the Strengthening of IT Security in 2003 by State Council Informatization 

Office. The document which has now been renamed “Document 27 of the State Council” 

is partly confidential as it includes the aspect of national security. 

China’s strategy for building the nation’s IT security protection system adheres to two 

main principles: active defending (jiji fangyu) and all direction prevention (zonghe 

fangfan)  

These two principles in tandem mean that the whole society should understand that IT 

security is common responsibility of everyone i.e. government, enterprises, private 

persons and hence must take active defence measures by constant development of 

processes and technologies. 

At the moment, China has a lot to worry about with regard to IT Security. As outlined by 

Mr. Gu Jianguo, Deputy Director General of Public Information Net Security Inspection 

Bureau of the Ministry of Public Security, some of Chinese IT infrastructure weaknesses 

are (NS 2005C) : 

1. Weak fundamental backup capability and infrastructure of IT security  

2. Some of core technologies are still not totally controlled by China  

3. Very slow IT security research and development and industrialization of security 

products  

China however is placing a lot of importance on IPv6 development and infrastructure and 

aim to be the largest IPv6 network in the future. IPv6 is Internet Protocol version 6, 

which is a large improvement to current widely deployed IPv4 in terms of security and 

address space.  

Discussion 

The study paper details the scenarios in USA, Japan and China in aspect of information 

security and its relevance to national security and national development plan of each 

country. Apart from funding, the government of USA seems to be taking least active 

position in encouraging the IT development locally. This could be because of an already 

strong private entities participation in the industry, with experienced key players such as 

Microsoft, IBM and Google shaping the even worldwide trend and direction. The 

government of USA instead can be more focused on legislative framework to protect 

against abuse of IT technology. 
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Japan is leading in terms of awareness and training programmes. It has the highest 

number of companies with certified ISMS internationally. Based on researches conducted 

and available funding, it can be expected for Japan to be the key IT player in Asian 

region in the near future. Active partnership and collaboration of Japan with other 

countries can attest to this. 

Whereas for China, the government is giving extra attention to IPv6 infrastructure and 

architecture to capitalize on this future technology. This may be resulted from bitter 

experience with IPv4, which saw their late involvement caused China to be lagging far 

behind the Western countries, particularly in the number of allocated public IP addresses 

and innovative networking products. China however needs to encourage active 

involvement from the industries in promoting IT security, rather than the government 

bearing the sole responsibility. 

Conclusion 

The initiatives undertaken by USA, Japan and China to promote the IT security in the 

country can be used as a model for any country with sufficient resources, in terms of 

monetary, experience, local experts and local markets. Smaller countries with less 

resource may instead choose to develop only core security technologies such as 

cryptography and critical software rather than getting involved with the broad range of IT 

security as a whole. 
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